
STOP SPAM MAI L

BLOCK  OFFENSI VE MATERI ALS

SAVE TI ME AND MONEY

O ne-third of the 30 billion e-mails sent worldwide each day are spam1.

Spam costs US businesses $600 million each month2.

It takes the average user 4.4 seconds to deal with a spam message3.

iP er mit M a i l  E ma i l  Fi rewa l l  

T his innovative anti-spam technology, developed by ILA P, pr ovides 
sever al levels of pr otection fr om unauthor ized bulk email ( “ spam” ) . 
By combining the power  of a white list, which ensur es that impor tant 
clients and other  contacts will not be blocked, with our  new D omain 
Pr otection featur e, and iPer mitMail's patent-pending A daptive 
Inher itance Technology, user s now have complete contr ol over  their  
inbox .  By analyzing and matching each piece of email against a 
per mitted sender  database, you can be sur e that the email you 
r eceive is legitimate.  

iPer mitMail can be setup in minutes and r equir es no softwar e 
downloads or  complex  installation pr ocedur es.  iPer mitMail is online 
and r eady to use in minutes.    

B enef i t s of  iP er mit M a i l

iPer mitMail offer s a long list of benefits to business user s:

	 Save time r eading only legitimate email

	 Pr otect your  business fr om offensive content

	 Lower  vir us r isk by blocking spam mail 

	 Lower  legal r isk by blocking offensive mater ial 
	
	 U se with mobile devices ( i.e. R IM pager, Palm Pilot)

          U se ex isting email pr ogr am

          N o lost messages ( oppor tunity cost)

D i d  y o u  k n o w. . . .

www. i per mi t mai l . com
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iP er mit M a i l  P roduct  Fea t ures

Statistics
iPer mitMail pr ovides in-depth statistics on the amount of spam 
email that has ar r ived in your  mailbox  on a daily basis and the 
amount of time you have saved using iPer mitMail. V iew up-to-
date per centages on your  inbox  and the per centages of all 
iPer mitMail user s.

Message Manager
iPer mitMail makes it easy to view held and accepted messages 
thr ough the Message Manager.

A ddr ess Manager
Q uickly add, modify or  view your  email addr esses thr ough the 
A ddr ess Manager  in iPer mitMail. iPer mitMail also pr ovides an 
easy way to impor t your  ex isting addr ess book fr om O utlook 
Ex pr ess.

R obust R epor ting
D etailed r epor ts can be set up thr ough iPer mitMail to be sent 
to your  inbox  outlining the messages that have been blocked 
and the messages that have been accepted. T hese r epor ts can 
be set up to be deliver ed at var ious times dur ing the day. 

Per sonalize Pr efer ences
iPer mitMail pr efer ences can be per sonalized to fit individual 
email needs. Q uickly enable or  disable functionality with one 
click of your  mouse.

A ccount Manager
iPer mitMail makes it easy to manage your  account thr ough the 
A ccount Manager.  Q uickly add, modify, or  edit account 
infor mation to ensur e your  business or  family max imizes the 
power  of iPer mitMail.    

   

H ow iP er mit M a i l  W or k s 

iPer mitMail ensur es only legitimate email is r eceived by checking 
each piece of mail against the per mitted sender s database.  

T he diagr am below illustr ates the flow of mail thr ough the 
iPer mitMail Email Fir ewall System.

1.  A n email message is sent to an iPer mitMail user  fr om John D oe.

2.  iPer mitMail scans the message to deter mine if John D oe is in 
the per mitted sender  database.

3.  I f John D oe is in the per mitted sender  database, the message is 
for war ded to the r ecipients email pr ogr am ( i.e. O utlook) .

4.  I f John D oe is not contained within the per mitted sender  
database, the message is held and he will r eceive a message back 
r equesting him to link to the per mission r equest for m".  O nce 
completed the message will be sent to the iPer mitMail user  for  
appr oval ( once a sender  has been accepted, they will not need to 
complete this pr ocess again) .
  

Ada pt ive I nher i t a nce Technology  

A daptive Inher itance is a new patent-pending technology that 
ex tends the capabilities of iPer mitMail to cr eate a community of 
accepted email sender s ( non-spammer s) .

By enabling A daptive Inher itance within iPer mitMail, user s can 
r educe the amount of email addr esses that need to be added to 
their  addr ess book.  O nce an email sender  has been per mitted by 
an iPer mitMail r ecipient with A daptive Inher itance enabled, that 
sender  is accepted as a legitimate sender  ( non-spammer )  and is 
able to send to other  user s with A daptive Inher itance enabled 
without the message being held.  

D omain Pr otection:  Pr otect your  entir e domain name
fr om spam mail with the new D omain Pr otection featur e.  
T his featur e allows you to quickly and easily pr otect your
entir e or ganization or  family using a r egister ed domain
name.
 

O ne-click per missions:  W ith one click of the mouse
user s ar e able to per mit an email message and add the 
user  to the per mitted addr ess database.  T he message is 
also for war ded to your  email pr ogr am's inbox . 

Message A nalyzer :  T he Message A nalyzer  quickly and
easily ex plains why a message was accepted by iPer mitMail.

Q uick Sear ch: Sear ch by email addr ess, domain name or  
message subject quickly and easily with the quick sear ch 
featur e.
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Diagram 1: The flow of email through iPermitMail.
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iP er mit M a i l  Vs. T he C ompet i t ion

Many of the anti-spam solutions cur r ently in the mar ketplace use 
technology that r equir es a consider able time investment and could 
cause mail deliver y pr oblems. Two widely-used methods for  
contr olling spam ar e blacklists and filter ing. Both these 
methods have consider able pr oblems associated with them. 

B l a c k ho l e  l i s t s  

A  Blacklist is a database of known inter net addr esses ( or  IP's)  used 
by per sons or  companies sending spam. Var ious ISP's and bandwidth 
pr ovider s subscr ibe to these blacklist databases in or der  to filter  
out spam sent acr oss their  networ k or  to their  subscr iber s. 

Some of the pr oblems associated with blacklists ar e that legitimate 
email addr esses can be added to a blacklist, causing deliver y 
pr oblems. Blacklists also r equir e constant maintenance to ensur e 
the list is up-to-date. T his can often take mor e time than deleting 
the spam mail itself.

B l a c k l i s t  F i l t e r s

Filter s automatically delete messages based on things like or igin or  
subject line. 

Some of the pr oblems associated with filter ing ar e that you, your  
ISP, and your  system have to wor k har der  to filter  out junkmail.  
Most spam is for ged in some fashion, making it impossible to 
deter mine the or igin. Many spammer s ar e using softwar e which 
modifies things like the subject line slightly with each message, or  
disguising spam to look like per sonal mail ( L ike putting your  name 
in the subject line) .  Filter s also r un the r isk of filter ing out 
legitimate email.

V i s i t  i pe r m i t m a i l . c o m  t o  pr o t e c t  yo u r
bu s i ne ss  t o day. 

The average user 

received 2, 200 spam 
messages in 2002.  
This will increase by 
63% by 2007.

- Jupit er  M edia  M a t r ix

C opyr ight 2008 ILA P

Sources:  1-MSN.com Death by Spam Nov.18,2002  2& 3-CNN Technology:Spam costs businesses $13 billion Jan5,2003

" ..As a professional, I  find it to be an 
extremely proactive tool for efficient 
work habits. As an entrepreneur, I  am 
satisfied that new business and leads are 
still able to connect with me.."

-Steve Prentice
Bristall Morgan Inc.
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iP er mit M a i l  M a i l  C ompa t ibi l i t y

iPer mitMail wor ks seamlessly with the following leading mail 
pr ogr ams and ser ver s:

M inimum Syst em R equirement s

iPer mitMail r equir es a minimum monitor  r esolution of 800x 600 
and suppor ts Inter net Ex plor er  5.5+, N etscape, Fir efox  2.0+, 
and O per a 7.0+. 

About  I L AP

ILAP is a premier, multi-tiered Internet Service Provider focused on 
delivering complete Internet solutions. ILAP services organizations in the 
entertainment and media, manufacturing, engineering, retail, financial 
services, arts and education sectors. T he company provides solutions for 
Internet Access, Enterprise Messaging, W eb/Application Development and 
W eb Hosting, N etwork Design and N etwork Security. ILAP currently has 
over 4,500 business customers throughout N orth America. 

M a i l  P r ogr a m s
MS O utlook for  W indows-all for mats
MS O utlook Ex pr ess for  W indows-all for mats
MS O utlook Ex pr ess for  Mac-all for mats
Eudor a-all for mats
N etscape-all for mats
O per a-all for mats
Tex t and H T ML files containing SMT P for matted addr esses

M a i l  S e r ve r s
MS Ex change 2000 Ser ver-all for mats
MS Ex change 5.x  Ser ver-all for mats 
MS Ex change 4.x  Ser ver-all for mats
Sendmail Ser ver  C onfigur ation Files containing SMT P email
addr ess for mats
Eudor a-all for mats
Tex t and H T ML files containing SMT P for matted addr esses


